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BUILD YOUR CASE

When you deploy mission-critical apps, there is no room for error.

Static code analysis (SCA) is one way to ensure you bake security right into
the software development lifecycle. This ebook explores some of the myths
of SCA, how it fits into continuous integration (Cl), and presents a case study
on one company that uses static code analysis to improve both functional
performance and overall cost effectiveness.

Read on and learn how to build your case for security early on in the

development process. And see the resource guide at the end if you're
searching for more.
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Gather the supporting
evidence

Ten top infractions account for nearly
90% of all vulnerabilities in embedded software.”
These are the types of issues that can be identified
and mitigated with static code analysis tools.

“Rogue Wave Software, Top automotive security vulnerabilities, 2015



http://www.roguewave.com/resources/white-papers/top-automotive-security-vulnerabilities

Challenging some of the myths
about static code analysis




Why static code analysis? Static code analysis, or SCA, can be described as the analysis of whole-
program source code without the execution of that program. A number of interpretations and
even misconceptions about this technology and how it impacts or benefits you, the developer,
have emerged over time. You may have heard some of them yourself.

Thankfully, there is also a lot of information about the many benefits SCA provides, from faster
project execution, to better source code at check-in, to less costly development cycles and shorter
time-to-market. At Rogue Wave, that's certainly the page we're on. We make SCA tools that are
extremely valuable to developers, helping you identify and fix source code security vulnerabilities,
defects, standards violations or other issues early in the development process — in our case, on
your desktop, while you're writing your code.

To help tell the right story, we put this paper together to dispel some of the ‘myths’ about SCA,
myths that serve mostly to distort the true value static analysis can bring to you and your software
development lifecycle (SDLC).
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MYTH:
Static analysis tools are glorified compilers

Some believe that static analysis tools are nothing more than glorified compilers, and because they already have great
compilers which do a fine job of flagging problems in their code, they see no need for SCA tools.

THE TRUTH:

Static code analysis goes much deeper and finds more complex issues
than compilers can

Compilers are essential, but their analysis capabilities are limited to the context of your file and the function you're
working with. They can't go beyond that. Static analysis, on the other hand, can help you find deep, inter-procedural

issues, issues from across your entire system, extra dependencies and problems like that. Let's look at a simple example.

In Figure 1 below, we turned on all the warning functions for this compiler and, as you can see, it did find an
uninitialized variable:

Compiler warning for UNINIT.STACK.MIGHT
Warning C4701: potentially uninitialized local variable ‘closingTag' used

& TiXmlElement 'l % StreamIn(TIXML_ISTREAM * in, TIXML_STRING * tag) -
in-»get(); E3r:y
if ( !firstCharFound && c != '<' &R !IsWhiteSpace( c ) ) ,-_'"!ﬁrlehalFound&&c!: <! B8 IsWhiteSpace(c) is fal

firstCharFound = true;
e — 7 Je=="/isfalse
closingTag = true;
¥
¥
El // If it was a closing tag, then read in the closing '>' to clean up the input stream.
| // If it was not, the streaming will be done by the tag.

> if ( closingTag ) /'closingTag' is used, but is uninitialized. —
int ¢ = in-»get();
assert( c == "»' );

*tag += c; =
// We are done, once we've found our closing tag.
return;

\ -

W% - < m 3

Error List -1 x

@D 0Errors |_328?02Wamings |Q)0Messages

Description Flle = Line Colu.. Project i

& 6855 warning C4365: ‘argument’ : conversion from 'int’ to 'wchar_t', signed/unsigned mismatch tlnyxmlparser cpp 1062 1 MNotepad++

@ warning C4701: potentially uninitialized local variable 'closingTag' used tinyxmlparser.cpp m-
4y 6498 warning C4242: ‘argument’ : conversion from 'int’ to 'char’, possible loss of data tinyxmlparserA.cp 177 MNotepad++

_"'B Error List locwork Issues B Output

Figure 1 | Warnings found by compiler alone
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However, there are two other issues in this file that the compiler did not detect:

UNREACH.GEN and NPD.CHECK.MIGHT with -Wall option enabled

& TiXmlAttribute 'l ¥ Parse(const TCHAR * p, TiXmlParsingData * data) -
const TCHAR* pErr = p; E3rN
p = ReadName( p, &name );
iF (e[| )

if (document) document->SetError({ TIXML_ERROR_READING ATTRIBUTES, pErr, data ); //test

return @;

i

p = SkipWhiteSpace( p );

e |l Il e te =)

{ I - = =

© document->SetError{ TIXML_ERROR_READING ATTRIBUTES, p, data ); / 'document’ is deref ed by | argument this t

return @; S

}

+p; /f oskip ="
p = SkipWhiteSpace( p ); =
iF(tp |l ) H

if ( document ) document-»SetError( TIXML_ERROR_READING ATTRIBUTES, p, data );
return 8; =
100% - < m b

=B |% &% o
= B C/C++ Issues (3 items)
= = Chdemol\source\npp\PowerEditor\src\TinyXm\tinyxrmlparser.cpp (3 itemns)
© UNINIT.STACK.MIGHT (649:System): 'closingTag' might be used uninitialized in this function.
) UNREACH.GEN (793:System): Code is unreachable
© MNPD.CHECK.MIGHT (980:Local): Pointer 'document’ checked for NULL at line 960 may be dereferenced at line 980.

ﬂ Error List & Klocwork Issues [§ = MOl

Figure 2 | Issues found by compiler plus SCA

The static analysis tool found an additional null-pointer dereference. It is indicating that the document, which comes
from ‘GetDocument’, will potentially be dereferenced if it comes back as null. The tool looked deeper into what
‘GetDocument’ does to show that it could potentially return a null, which you would end up de-referencing. And it also
detected a piece of unreachable code. These items are small, we admit, but they are just a couple examples of the
deeper, extra value a good static analysis tool provides.
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MYTH:
Static analysis is for junior developers

Now you could also be thinking: “Well, I would've found that one on my own. So would any good developer.”

The fact is, some people think static analysis is really only helpful to less experienced developers, and that static analysis
tools only find pretty basic errors.

THE TRUTH:
Static analysis helps all developers become more effective

It can be quite hard to find vulnerabilities, errors and violations in large, complex code bases, particularly when it comes
to the inevitable, unfamiliar third-party or legacy code. As much as we wish it was not the case, most software we write
involves some dependency on legacy code. This can introduce issues that originate many files deep, where you're not
even sure how the code was written or what it is really meant to do.

That's where the complex error detection and concurrency checkers in SCA tools will be extremely valuable. They help even
the most experienced developers find and resolve issues they just couldn't find and fix as quickly or easily on their own.

In his research, Capers Jones of Namcook Analytics found that, without tools and processes like static analysis and code
review, developers are actually less than 50 percent efficient at finding bugs in their own software.

That's why, as developers, it's important to work with others, on a team, and to embrace the best tools for the job. As
you're writing code, it's good to get feedback from a variety of sources and be able to spot and resolve issues quickly.
Good SCA tools help you do that.

Let's consider an example that illustrates how valuable static analysis can be at identifying a security weakness:

Cross Site Scripting (Reflected XSS) b Cwebgoatwebgoatisroimainyavalorglowaspwebgoatiessons\CsrTokenByPass java (build_1) 0of0
wulnerability: unvalidated user input 's.get 72 ] protected Element doTransfer(WebSessiocn 3) |
Parser() getRawParameter(_ ) is used for 73 String transferFunds = HtmlEncoder.encode(s.getParser () .getRawParameter (TRANSFER FUNDS_PARRMETER, "")):
web application output. @ 74 String passedInTokenString = HtmlEncoder.encode (s.getParser() .getRawParameter (CSRFTOKEN, "")):
D 294 75 ElementContainer ec = new ElementContainer();

76
COOE SVXSS.RER 7 U if (transferFunds.length() != 0)
NAME Cross Site Scripting (Reflected 78 {

XS5) 79 HttpSession httpSession = s.getRequest () .getSession();
LOCATION  CsrflokenByPass java: 109 a0
- Ba1 //get tokens to validate

BUILD build_1 82 Integer sessionToken = (Integer) httpSession.getittribute (CSRFTOEEN)
SEVERITY Error (2) 83 Integer pasaedInToken = 3.getParser().getIntParameter (CSRETOKEN, INVALID TOKEN):

84
OWNER “no owner 85 if (transferFunds.egualsIgnoreCase (TRANSFER FUNDS_PAGE)) {...]
STATE New 105 ] else if (transferFunds.length() > 0 && 3e3sionToken '= null z& sessionToken.equals (pa3zsedInToken)) | —

- 108
STATUS Fix h 107 f/transfer is confirmed
Wiew History 108 ec.addElement (new H1("Electronic Transfer Complete"));:
COMMENT
T 110 makeSuccess(s): E]

Figure 3 | XSS issue found by SCA

In this example, we performed an analysis on the WebGoat application, an intentionally unhardened application maintained
publicly by OWASP as a teaching aid for best-practices in web application security. The example highlights a cross-site
scripting error found in the application.
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The error code SV.XSS.REF is reported for line 109. This is known as a reflected cross-site scripting (Reflected XSS)
vulnerability. The analysis indicates that ‘transferFunds’ contains data from an HTTP request parameter that might
be tainted, stemming from the code on line 73. The ‘get RAW parameter’ data value on that line is being used in the
confirmation message on line 109.

As written, this unvalidated user input is being used for the web application output, and may contain arbitrary HTML
and JavaScript. The exposure is that a malicious script could be injected here to cause sensitive data to be displayed in
a browser and exploited.

This is just one example of how SCA can be tuned to help developers of all skill levels find and fix security issues
more rapidly.

MYTH:
Static analysis is noisy, generating too many false-positives

Some complain that: “Static analysis is not targeted or accurate enough and will produce too many false-positives in
its results.”

THE TRUTH:
Static analysis catches real issues disguised as false-positives

It's important to realize that for static analysis tool makers, the emphasis is actually skewed toward reducing false-negative
results. We don't want our tool to pass over issues in your code that could potentially be very important. So, as we see i,
it's better to call out some issues that may prove to be false than to miss real issues.

That being said, the depth and breadth of analysis, combined with accuracy and ease of customization, are critical
features of strong SCA tools. The ability to tune the analysis engine to the particular security, defect and coding
standards appropriate for each customer is key.

Best-in-class static analysis tools also allow you to mark areas of code as ‘ignored’ or ‘accepted’ so you can apply direct
control over certain, acceptable false-positives. These tools should allow you to actually “teach them” how to properly
handle different characteristics of your code.

The best way to reduce false-positives is to use a tool that enables you to tune or adjust the analysis behavior to your
specific needs. A good tool vendor will also offer an easy process to submit false-positive reports and be open to this
type of feedback in a way that lets them replicate the problem and refine their products to yield even better results
going forward.

On the flip side, it's important to also note that developers can sometimes misinterpret real issues as false-positives.
This can happen for several reasons:

The person marking the issue as a false-positive doesn’t understand what the tool is telling them or doesn't
understand how it could apply to their situation.
The person doesn't agree with the rule.

The person doesn't think the issue being shown is really that important and therefore considers it a false-positive.

8 ROGUEWAVE.COM


http://www.roguewave.com

Here's an example of how this can happen. This example of a “false” false-positive was actually submitted by one of our
customers:

//Code tries to shift values in an array up based on some criteria.

1 #define MAX PORTS 8

2 unsigned int someList [MAX PORTS];

3 unsigned int * ptr = somelist;

4 unsigned int j,1i;

5 // Some code here too

6 void foo ()

7 {

8 for (i=0; i < MAX PORTS;i++)

9 {

10 // Some code here ...

11 for ( j = (MAX PORTS - 1); j >= i; j-- )
12 {

13 someList[j+1] = somelList[j]; //Error reported
14 }

15 }

16 }

1 (Local) /space/ta/csr/utc/foo.c:13 ABV.GENERAL (l:Critical) Analyze Array ‘somelist’ of size
8 may use index value(s) 8

The customer thought that the static analysis tool was expecting a break to get out of the loop on line 11 and was
therefore generating an error. They also thought the issue was okay since the developer set the loop variable ‘somelist’
equal to the maximum value on line 2.

However, on further inspection they noticed that the loop starts with /j being equal to 7' on line 11. When we get into the
loop and see ’j+ 1" on line 13, it's now equal to 8, and since ‘somelist’ has 8 elements in it, the valid index will be 0 to 7.

This is an example of the developer not fully understanding what the tool was telling them, or seeing how the error
report applied to their situation. Closer inspection and adjustment to the code helped them avoid what could have been
a costly error.

MYTH:

It's the job of the test/QA team to find the defects; we don't need a
development tool for that

Unfortunately, too many developers or development managers still think it's better for a separate testing or quality
assurance team to analyze, audit and report back on the quality of and the defects found in their source code. They feel
this is the most effective organizational structure from a process and cost perspective, and don't believe they need a tool
to do something that isn't their responsibility.

THE TRUTH:

It's your code. Be proud of it.

We strongly disagree with this myth. Software security breaches and performance failures can happen in many places,
and that certainly includes at the source code level. When it's your code that breaks or is exploited, it's embarrassing,
disruptive or worse.
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The reality is that 80 percent of defects are introduced during the development phase, while code is being written. So if
you can find and fix your weaknesses and errors quickly and easily, before they get checked-in to the build and to QA,
it's actually far better for everyone. We doubt you love having someone else point out errors in your code, sending you

feedback that translates into you spending more time understanding the issues and fixing them.

Again according to research by Capers Jones, the number of hours required to repair code defects increases

substantially the later you are in the development cycle:

+ 15 Minutes to fix an issue at implementation

+ 1 Hour to fix at integration build
- 12.5Hours to fix at test

+ 25 Hours to fix at production

The sooner you can identify and understand a problem, the faster and more cost-effectively you can fix it.

With static analysis, you look like a rock star based on the quality of your code and, as a team, you can all stay focused

on ensuring:

+ The product does what it was designed to do

+ Customer-requested features are there and working

+ The software works with the other components it has to

+ The software scales and holds up under load

One more important point to call out: Many QA test cases aren't capable of finding the types of vulnerabilities and
defects that static code analysis can. Some instances are simply too difficult for testers to find by simply examining the
code on their own. Here's a good example:

stritime.c:903: Array ‘buf+ (sizeof(buf)
Isizeof(buf0] ) ) -bufp’ size is 12.
stritime.c.1055. entering case
statement format_char=="s"

stritime.c:1074: negative_numberis
false

@ sirftime.c:1090: digits = 1

stritime.c:898: negative_number is
false

@ stritime.c:901: pad!= - is true

stritime.c:903: digits- (buf+ (sizeof{buf)
Isizeof(bufl0] ) ) -bufp)

& stritime.c:906: padding=0 is false
@ sirftime.c:940: pis false

stritime.c:520: entering case statement
=t

@ stritime.c:525: _delta=0is false
@ stritime.c:525: pis false

@ stritime.c:536: format_end is true

stritime.c:545: Break statement causes
loop exit

B @

stritime.c:550: Break statement causes
loop exit.
stritime.c:556: Break statement causes
loop exit.

-

m

cvsilipvstritime.c (CVS_1_12_11)

S oo e o

oo o ofoofooCo CooCo
reppre e T T I

w oo o
2 oo
[ ==

w oo
=1
oo

»905

06
938
939
940
941
942
943
944
945
946
247
248
949
950
951

&

do_number:
/* Format the number according to the MODIFIER flag. */

if ({modifier == L ('0') &z 0 <= number walue) [...]
Leaed

do_number sign_and padding:
if (negative_number}
#*—pufp = L_('-'}):

if (pad !'= L_('-"))
{

- bufp);

if (padding > 0) [...}
1

cpy (buf + sizeof (buf) / sizeof (buf[0]) - bufp, bufp):;
break;

case L ('F'):
if (modifier != 0)
goto bad format;
subfmt = L_("8Y-2m-2d"):
goto subformat;

case L ('H'):

if (modifier ==L ('E'})}
goto bad format;

Figure 4 | Complex issue found by SCA

0ofo
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This is an issue that was found in the CVS program. It's something that would be very difficult for a human to find.
There are just too many variable conditions to take into account.

Each of the little blue diamonds in the screen-shot indicates a different condition that would have to be met as either
true or false. It would be virtually impossible for a tester to execute the exact path accurately and efficiently, but the
reality is, without doing that, the overrun shown will definitely happen and will likely crash the underlying system.

THE FINAL TRUTH

Every developer wants to write good code. Code they can be proud of.

No myth there. Good static analysis tools will actually help you identify and address code problems faster — from basic
errors to complex interactions and security vulnerabilities that you have little visibility of, while they're relatively easy and
inexpensive to fix. These tools give you feedback that helps you write better code, and be a better software developer.

See how easily you can write code you'll be proud of. Sign up for a free trial of Klocwork today!
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Fitting static code analysis into
continuous integration




DevOps has taken the software world by storm, as its emphasis on collaboration between teams and process
automation has yielded measurable gains in release efficiency.

“High-performing IT organizations experience 60 times fewer failures and
recover from failure 168 times faster than their lower-performing peers.
They also deploy 30 times more frequently with 200 times shorter lead times.”

One of the hottest topics in DevOps is Continuous Integration (Cl), a software development practice where members of
a team integrate their new code frequently — perhaps multiple times per day. Each integration kicks off an automated
build and test process to expose any defects and report status as quickly as possible.

The benefits of Cl are clear — the faster a bug is identified in code, the easier it is for the developer to fix, and the result
is a build that's fixed and working as quickly as possible. In addition, by encouraging small, modular changes to the code,
new functionality can be backed out of a release more quickly with minimum impact on other developers.

Maximizing the value of Cl means detecting as many issues as possible in each integration build while avoiding manual
testing. Focusing on automation increases the breadth, depth, and repeatability of the tests, and lets developers focus
on features. It also has these benefits:

“Manual intervention leads to human error and non-repeatable processes.
Two areas where manual intervention can disrupt agility the most are in testing and deployments.
If testing is performed manually, it is impossible to implement continuous integration
and continuous delivery in an agile manner (if at all). Also, manual testing increases the
chance of producing defects, creating unplanned work.” 2

This requires builds that are self-testing and produce integration results to developers in a timely manner — ideally in
the same workday. The issue then becomes, how do tests achieve 100 percent code coverage when traditional methods
of dynamic testing may not complete in time? Alternative methods must be found to help close the testing gap.

Does less dynamic testing mean less quality?

Static code analysis for Clis a perfect complement to dynamic testing as it tends to be more thorough in coverage (finding
issues in code beyond those found at runtime), more cost-efficient in terms of detecting bugs earlier in the lifecycle, and
requires less time to run. The ideal static analysis engine for Cl processes only modified code and affected execution
paths, rather than processing all the code all the time. Since static code analysis operates on source code and does not
have to execute the code, it can perform a complete analysis of the submitted code changes in a bounded time frame.

In addition, static code analysis doesn't require specific test cases to be written for new code as tests for quality, security,
and standards compliance defects are automatically generated. To play its part in delivering on the promise of Cl, a static
code analysis tool must be fast, scalable, and automated.

12015 State of DevOps Report, Puppet Labs.
2”11 Common DevOps Bottlenecks,” Mike Kavis, Forbes, Dec. 18, 2014.
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Continuous Integration... and the need for speed

When integrating static code analysis into a Cl system, it's critical that defects are reported to developers as fast as possible
to enable defect correction in the shortest possible time, returning the build to optimal health. Every component of

the analysis engine should be designed and optimized for scalability and performance, such as managing multiple
concurrent analyses as developers check in their code. This analysis shouldn't compromise on accuracy, since defects
shouldn't fall through the cracks (false negatives) or be reported when they don't actually exist (false positives). Ideally,
only the modified source code and any dependencies are analyzed, and any processing not related to defect detection
should be minimized.

Scale up for success

As the benefits of Cl become known throughout software development organizations, more teams will use it in their
projects. The result will be a dramatic increase in the number of builds (including dynamic and static analysis) that are
performed every day. As a result, the number of static analysis engines will need to scale as Cl rolls out. To ease the
workload on the development tools team, the static analysis engine should be easy to deploy on new Cl agents. In
addition, the solution should filter out defects introduced by other developers such that only those defects introduced
by a specific code change are returned to the author.

Automation every day keeps the defects away

The final element of a successful implementation of static code analysis for Cl is complete automation of the analysis
such that it becomes just another step in the Cl build process. By integrating with Cl build tools such as Jenkins and
TeamCity, static code analysis becomes inherent to the software verification process that executes automatically with
each submitted code change and is transparent to the developer. To accomplish this, the analysis toolset should provide
customizable plugins, scripting interfaces, and APIs to allow for seamless integration into an organization’s Cl workflow.

A faster way to better software

A successful transition to Continuous Integration requires the addition of new tools such as static code analysis in the
build process to complement traditional testing methods. Rapid, scalable, and automated analysis provides the fastest
results to developers, yields higher quality, and healthier Cl builds.

To learn more about how Klocwork static analysis fits into your Cl process, contact your Rogue Wave Software
representative. ll
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Research a use case



What developers are saying




What is the main cause of failure/delay in rolling out your code
to production?

15%
Lack of collaboration with operations
9%
Lack of access to the
production environment

8%
Other 27%
No automation in the

deployment process

41%
Inconsistent environments between
development/testing/production

Base: 4,159 enterprise, SMB and independent developers worldwide.

Rogue Wave Software. Zend developer pulse: Taking the pulse of the developer community. 2013

Many of these are issues that could be addressed by a focus on automating the application deployment
process, creating common environments, and sharing visibility between development and operations.

What are the methods you or your team use to help
ensure bug-free code*?

Static code analysis
Dynamic code analysis
Manual testing

Formal verification

Multi-treaded debugging tool

Other

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%

* Respondents could select multiple methods

Base: Over 200 software development professionals.

Rogue Wave Software. Software security begins with flaw-free, standards-compliant code. 2015.

While manual software testing can be very effective, it often can't perform to the depth and breadth necessary
to ensure your software is secure and free of defects.
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ACCESS Co., Ltd.




ACGESS’

INDUSTRY CHALLENGES SOLUTION

loT software - Deliver loT platforms with high Klocwork
reliability and security

APPLICATION + Improve cost-effectiveness of static RESULTS

Baas for loT devices analysis testing

+ 20 percent reduction in cost of correcting bugs
+ Minimize disruption caused by

selecting a new static analysis tool

WEBSITE - Reduced operating and licensing costs for SCA

access-company.com

- Better utilization of static analysis testing across teams

- Smooth migration from legacy static analysis tool to Klocwork

The Internet of Things (IoT) era is here in earnest, as more devices and systems connect to the internet. ACCESS Co.,
Ltd. provides integrated cloud-based solutions that make it easier and more efficient for customers to develop devices
supporting the growing loT. The high reliability and security demanded by this space requires an effective static code
analysis testing solution, especially for the diverse range of operating systems and devices. Migrating from their legacy
static analysis tool to a new solution helped ACCESS utilize testing resources better within the organization and improve
release software quality and security while reducing operating and licensing costs.

The IoT era: Connecting all devices, services, and people

ACCESS is an independent software company that has provided advanced IT solutions based on mobile and network
software technology since 1984. With customers in the global communications, household appliance, broadcasting,
publishing, and energy infrastructure industries, over one billion devices use ACCESS virtual technology and

mobile software and more than 250 communications device manufacturers use its network software. ACCESS is
currently developing and delivering ACCESS Connect™ for the IoT space, blending their embedded technology and
cloud experience.

A hard look at the realities of static analysis tools

For many years, ACCESS used static code analysis as a way of improving the quality of source code. However, as
programming languages grew increasingly diverse, the number of development projects increased and their lead times
became shorter. ACCESS found it necessary to investigate alternative tools to its current static analysis solution for
these reasons:

1. Licensing was becoming less cost-effective as existing tools could only support C, C++, Java, and C# projects and the
number of projects using scripting languages increased.

2. Existing tools had constraints on the number of projects that could be analyzed simultaneously, which meant time
had to be spent adjusting the analysis schedule to optimize license use and projects couldn't perform analysis
whenever they wanted to. This resulted in higher operating costs overall.
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ACCESS decided to compare the tools they had with multiple new tools, including Klocwork, against the issues above and
evaluate functional performance and overall cost effectiveness. The results of the comparison are shown in Table 1.

Static analysis tool

Advantages and disadvantages

Overall evaluation

Tool A: v Good C, C++, and Java analysis performance Decision is to not continue
Existing tool o ‘ with this tool due to poor
X High licensing costs cost effectiveness
X Only a limited number of projects could be analyzed
simultaneously, so time-consuming to operate the tool
X Does not support scripting language
Klocwork v Good C, C++, and Java analysis speed and detection performance | This is a good tool in terms
of cost and functioning
v Discovered a resource leak within an actual project that had not | 35 3 target for migration
been discovered before from Tool A
v Cheaper licensing costs than Tool A and could be applied to
more projects
v Easy to integrate analysis into continuous integration (Cl)
environments
v Can be deployed to allow more users to use static analysis,
instead of limited to desktop analysis only
X Does not support scripting languages
Tool B: v Supports many programming languages, including scripting Decision is to not use this
Investigated as languages tool because of uncertainties
another option around C and C++ analysis
X Has poor capability for C and C++ analysis, which is critical for 10T performance
platforms and are the main languages used up until this point

Table 1: Comparison of static analysis tools

Once the evaluation was complete, the team decided to deploy Klocwork throughout the organization.

“This migration not only decreased licensing costs, but improved convenience because we were able to secure enough licenses. The developers
already had experience using static analysis tools, and Klocwork has an easy command system, so they were able to carry out the analysis
themselves just by posting a typical usage case on the internal company portal. As a result, we were also able to reduce operating costs and
management costs for the static analysis tools.”

Mr. Manabu Fuyuki, manager of the development platform section in the research and development division, ACCESS
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Planning the migration and operation

With multiple development projects running in parallel, there was the risk that deploying a new static analysis tool could
increase the burden on the team by having to address new issues identified by Klocwork. The team therefore focused
on finding the optimal migration time, deciding that a four-month period would best allow each team to find a natural
pause or development milestone before moving their project to Klocwork. This way, ACCESS also had sufficient time to
make decisions about countermeasures for backlog items reported by the previous tool and investigate the best choice
of analysis settings to deploy with Klocwork.

Equally important was planning and executing a thorough introduction to Klocwork for all teams. Taking workflows from
the analysis experts at Marubeni Information Systems (Rogue Wave Software distributor), ACCESS proposed and built a
development flow and training for developers that maximized the utilization and effectiveness of the tool. This resulted
in three Klocwork implementation options tailored to team size and process:

1. Desktop analysis only: For small-scale code and smaller teams. Developers carry out and confirm analysis within their
development environment only.

2. Integration build analysis only: The entire code base is analyzed once a week and developers can view results in
their browsers.

3. Integration build analysis plus connected desktop analysis: Developers perform desktop analysis before check-in
to prevent errors on top of regular integration build analysis performed on the entire code base.

@ Desktop @ Integration build © Integration build
analysis only analysis only analysis + connected
desktop analysis

Klocwork Klocwork
| = | =
= =
Build server: Build server:
Integrated build analysis Integrated build analysis

Integration build

See the analysis analysis and
results on the desktop analysis
serverinyour information are
browser synchronized
Klocwork — Klocwork
—
—— —
)
Desktop environment Desktop environment
Desktop analysis Desktop analysis

Figure 1: Klocwork implementation methods

For integration build analysis, developers linked Klocwork with their source code management system and continuous
integration tools to automate processes. Developers had no problems using the new analysis tool, and ACCESS was able
to utilize Klocwork static analysis during daily development processes.
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Mr. Manabu Fuyuki, manager of the development platform section in the research and development division at ACCESS
explains the benefits, “This migration not only decreased licensing costs, but improved convenience because we were
able to secure enough licenses. The developers already had experience using static analysis tools, and Klocwork has an
easy command system, so they were able to carry out the analysis themselves just by posting a typical usage case on the
internal company portal. As a result, we were also able to reduce operating costs and management costs for the static
analysis tools.”

Through Klocwork, ACCESS was able to solve issues with the cost and operation of the static analysis tools used to that
point, and achieved a smooth migration to Klocwork without causing significant confusion in the development process.

The future of loT

After Klocwork had been running for a while, ACCESS verified its effectiveness from the perspectives of quality and

cost. Mr. Yohei Fujiwara, chief assurance engineer in the smart device division at ACCESS, provided this example, “In
some projects, as ways to improve quality, we discovered resource leaks found at that point in the system testing stage,
and checked for reduced memory usage. We examined our cost effectiveness with static code analysis with both the
problems corrected by Klocwork and correcting those problems that were not previously fixed and found a 20 percent
improvement in the cost of correcting bugs over the previous tool.”

Mr. Fujiwara said this about future implementations, “We have achieved our loT solutions through cloud technology and
embedded technology. We think static code analysis is required for the embedded field, where C and C++ are often
used. We want to accumulate know-how for operating Klocwork, and implement it further.” Il

“In some projects, as ways to improve quality, we discovered resource leaks found at that point in the system testing stage, and checked
for reduced memory usage. We examined our cost effectiveness with static code analysis with both the problems corrected by Klocwork
and correcting those problems that were not previously fixed and found a 20 percent improvement in the cost of correcting bugs over the
previous tool.”

Mr. Yohei Fujiwara, chief assurance engineer in the smart device division, ACCESS
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Present your findings
A resource guide

You should be well on your way to cracking
static code analysis and continuous integration.


http://www.roguewave.com

You now know that static code analysis is a key way to find
and fix vulnerabilities and defects before they become timely
and costly to address. Share your findings with the teams
around you and discuss the implementation of a static code
analysis and continuous integration tool. And if they need
additional evidence, these resources can help ace the case.

* Webinar: Getting the most out of modern static code analysis

* Video: Introduction to Klocwork continuous integration

* Webinar: The top ten automotive cybersecurity vulnerabilities of 2015

» Article: First Agile, now Continuous Integration. Where does testing fit?
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https://www.klocwork.com/events/on-demand-webinars/getting-the-most-from-modern-static-code-analysis
http://www.roguewave.com/resources/videos/intro-to-continuous-integration-with-klocwork
http://www.roguewave.com/events/on-demand-webinars/top-automotive-vulnerabilities-2015
http://embedded-computing.com/articles/first-agile-now-continuous-integration-where-does-testing-fit/
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= RogueWave

T W A R E

Rogue Wave helps thousands of global enterprise customers tackle the hardest and most complex issues in building, connecting, and securing
applications. Since 1989, our platforms, tools, components, and support have been used across financial services, technology, healthcare,
government, entertainment, and manufacturing, to deliver value and reduce risk. From APl management, web and mobile, embeddable analytics,
static and dynamic analysis to open source support, we have the software essentials to innovate with confidence. roguewave.com
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