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To keep pace with customer demands on software  
functionality as well as time-to-market expectations, 
software developers must develop efficient,  
high-quality code faster. 
As a result, Agile development has become more common and necessary. However,  

to fully realize the benefits of Agile development, software development teams must 

implement a reliable process for ensuring that their code is free of defects and security 

vulnerabilities.

W H I T E  PA P E R

How Static Analysis Automates
Agile Development

https://www.perforce.com/


WHITE PAPER

How Static Analysis Automates Agile Development

 Klocwork by Perforce © 2019 Perforce Software, Inc. All trademarks  
and registered trademarks are the property of their respective owners.

www.perforce.com

Contents

The Benefits of Agile Development  .......................... 3
Quality Software Development ................................................... 3

Iterative Flexibility .................................................................... 3

Continuous Improvement  ......................................................... 3

Collaboration and Communication ............................................. 3

What is Static Analysis? ........................................... 4

How Static Analysis Supports Agile Development  ...... 4
Automated Code Review ........................................................... 4

Reduces False Positives and False Negatives ................................ 4

Increases Team Collaboration  .................................................... 4

Supports Automated Code Review ............................................. 4

Simplifies Complex Refactoring .................................................. 5

How Klocwork Supports Agile Development ............. 5
On-the-fly Desktop Analysis ....................................................... 5

Software Metrics and Reporting ............................... 6
Automated C/C++ Refactoring .................................................. 6

https://www.perforce.com/


WHITE PAPER

How Static Analysis Automates Agile Development

 Klocwork by Perforce © 2019 Perforce Software, Inc. All trademarks  
and registered trademarks are the property of their respective owners.

www.perforce.com

The Agile mindset has changed the development process 

of almost every product and service you use on a daily 

basis. Think about how you would call a taxi, listen to 

music, or order food versus how you would have done 

each of those 10 or 20 years ago. Each service is radical-

ly different because of increased access and improved 

speed — in short, because of Agile. 

Agile is about understanding what “value” truly means 

for a customer. Put simply, Agile is a mindset that im-

proves the overall feeling of quality in a product when 

things needs to move faster than ever before through 

development.

The Benefits of Agile  
Development

Quality Software Development

Agile development produces high-quality software that 

satisfies a customer need, such as a specific function or 

feature. What’s more, developers are able to address this 

specific need within an iteration or sprint. This means that 

— in theory — a product could be developed in an Agile 

environment and be market-ready after a single iteration.

Delivering a market-ready product in just weeks is only 

possible because Agile development utilizes a rigorous 

quality process. This ensures that deliverables in each 

iteration are tested, defect-free, and complete with  

documentation.

Iterative Flexibility

Agile development is partially built upon the iterative 

framework, which enables developers to pivot and adapt 

to changes that may arise during the development cycle. 

The iterative process is based on the understanding 

that original requirements may  need to change due to 

customer demands, market conditions, or other reasons. 

This ensures that new requirements can be introduced 

and prioritized quickly.

Continuous Improvement

The iterative framework supports continuous improve-

ment, which provides developers with an opportunity 

to learn new skills as well as provides them with greater 

freedom in how they complete assignments. 

What’s more, Agile is organized to ensure that  

testing and quality assurance occurs throughout the 

development process. As a result, coding defects are 

identified earlier when they are easier (and cheaper) to 

fix. In addition, Agile makes the testing and QA process 

to ensure that developers understand how to make the 

code more efficient.

Collaboration and Communication

Communication and collaboration is critical in software 

development. And, Agile development emphasizes 

these practices by supporting individuals and interac-

tions. The reason for this is that open communication and 

collaboration promotes effectiveness throughout the  

development process. This ensures that the team has 

access to all the necessary resources to meet quality 

benchmarks and deadlines.
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What Is Static Analysis?

Static analysis helps development teams improve quality 

and comply with coding standards — without sacrificing 

speed. The tool closely inspects code for vulnerabilities 

and flaws, which plays a key role before software testing 

begins. This ensures that the code is the highest quality 

possible. And, if you choose the right static analyzer, it 

speeds up the development process. What’s more, static 

analysis educates developers on best coding practices, 

which helps you improve quality over the long-term. 

How Static Analysis Automates  
Agile Development 

Automated Code Review

Static analysis locates areas of weakness in software 

source code, which includes:

• Memory and resource management

• Program data management, buffer overflows

• Unvalidated user input

• Vulnerable coding practices

• Concurrency violations

• Long-term maintenance issues 

The tool’s results are generated from a complete view 

of every possible execution path, rather than a limited, 

observed runtime behavior. This ensures that any defects, 

vulnerabilities, and compliance issues are identified early 

when they are easier to fix.

Reduces False Positives and False Negatives

False positives and false negatives are unfortunately  

inevitable. And, each false positive that is identified 

extends the code review process. Before code goes live, 

developers must review each false positive and false  

negative. However, the amount of work required to  

prove the validity of those issues can vary depending on 

their industry. 

For example, for teams in a high-risk, safety-critical 

industry, they will need to prove it false. But, for teams 

in a lower-risk industry, they may be able to review the 

diagnostic, dismiss it as false, and move on. 

That is why it is important to use a static analyzer that can 

apply coding standards — such as MISRA, AUTOSR,  

and CERT — across your codebase. By using a coding 

standard, you are able to get clearer diagnostics on false 

positives and false negatives. What’s more, you can  

ensure that your code is compliant.

Easily identifying false positives and false negatives is 

especially beneficial in Agile development, as it reduces 

the amount of time needed for code review.

Increases Team Collaboration

Static analysis enables teams to standardize code— re-

gardless of where a developer is working from. This 

supports Agile development, as static analysis ensures 

that the code can be easily maintained, built upon, and 

understood by new developers.

Supports Automated Code Review

Often before code goes live, it must undergo at least 

one peer code review. However, manual code review 

is time-consuming and prone to human-error. For that 

reason, development teams should use a static analysis 

tool to review the code. These tools can identify defects 

and vulnerabilities in both legacy and new code. What’s 

more, static analysis can also ensure that the code is  

compliant with industry and coding standards. 

In addition, code review also provides development 

teams with the following benefits:

• Increased code quality 

• Ensured code consistency

• Better educated developers
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Simplifies Complex Refactoring

Refactoring is the process of simplifying and clarifying 

code without changing the program’s behavior. This can 

be a difficult and time-consuming activity — especially for 

code written in C and C++. 

Often developers will not refractor code because it is a 

challenging process without the right tools. However, 

most static analyzers are designed with refactoring  

capabilities, which ensures that development teams are 

able to automate the refactoring process. This is benefi-

cial as refactoring has the following beneficial impacts:

• Improved Code Adaptability 

Refactoring makes code easier to work with and 

allows teams to adapt to change more effectively.

• Enhanced Defect Detection 

By simplifying code and improving its overall 

design, code becomes clearer. Working with clean 

code makes spotting quality defects and security 

vulnerabilities easier. And, the sooner defects are 

found and fixed, the less impact they have on the 

process.

• Increased Developer Productivity 

With refactoring, code becomes easier to under-

stand and work with, which ensures that developers 

will be able to focus on writing new code.

How Klocwork Automates Agile  
Development
Klocwork automates Agile development by supporting 

the definition of done (DoD). The DoD is when all the 

conditions of a piece of software are met and ready to 

be accepted by a user, customer, team, or consuming 

system. Klocwork enables teams to meet the DoD with 

the following features.

On-the-fly Desktop Analysis

Klocwork desktop analysis works like a spell-check,  

but for code. It provides developers with instant,  

accurate, and continuous feedback  on security  

vulnerabilities and critical in the code as its being written. 

This boosts productivity.

In addition, the desktop analysis highlights critical coding 

issues the instant they’re created. This makes fixing  

defects part of the natural development workflow and  

ensures the most secure and reliable code is created  

before check-in. What’s more, Klocwork provides  

developers with feedback as they code.

By using Klocwork, developers can reduce both the  

number of problems reported as well as the time  

developers need to spend fixing those issues.

Figure 1: On-the-fly desktop analysis allows developers to find and fix critical 
coding issues before code check-in from within their IDEs. This reduces the 
time developers have to spend going back and fixing issues not detected 
until late in the dev process.
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Figure 3: With Klocwork, refactoring options are available right within 
your editor, allowing you to improve code design without having to access 
separate views or dialogs.

Software Metrics and Reporting

Klocwork provides quality reports that classifies software 

defects into categories, and shows trends, new issues, 

and areas of code with the most issues in these  

categories. 

What’s more, Klocwork automatically collects information 

about what coding vulnerabilities and errors are being 

found as well as fixed. This unique capability provides 

software teams with a better understanding of their code 

quality. Additionally, Klocwork generates a bottom-up 

view of how well defect containment is working.

Automated C/C++ Refactoring

Klocwork’s powerful refactoring capabilities enable 

developers to automatically translate their C/C++ code 

into reusable, understandable code. This means that 

developers can quickly evaluate their code and improve 

upon its design without having to access separate views 

or dialogues.

Figure 2: Klocwork automatically generates rich reporting that allows Agile 
teams to monitor the health of their integration builds, along with tracking 
desktop bug fix rates.

 

Try Klocwork and see the  
Difference it Makes to Agile Development

See for yourself how Klocwork is able to automate Agile development.  

Request a trial to see how.
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